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12 May 1988

NOTE FOR THE CHAIRMAN, SENIOR INTERAGENCY GROUP - INTELLIGENCE

SUBJECT: Today's Meeting

6524L6Z>/ C(/{diiaéém

This 1s, of course, the meeting you asked be arranged to review the
status of various counterintelligence and security countermeasures issues. . .
It also marks the first appearance of as Director/CCISCMO.

25X1
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2. The lead-off speakers have been encouraged to be brief, but the agenda
is very crowded. . . .The agenda items and lead-off discussants in order are:

INF. . . .DoD and NSA;

START. . . .DoD, FBI, and NSA;

NOB Moscow. . . .State and CIA;

the new Security Evaluation Office. . . .D/SEO;

7 | .I6/CM(R);

reorganization of counterintelligence at CIA (see para 3 below). . .
.CIA; and

the third biannual report to Congress. . . .D/CCISCMO.

3. The only issue for decision is issuing‘ ‘po]icy as ‘a
SIG-1 Directive, since an NSDD has been judged inappropriate. . . .Only two
such Directives exist, and they both address the organization of the SIG-I's
substructure. . . .You would thus be breaking new ground. . . .And the
authority of such a Directive as it would apply to organizations outside the
Intelligence Community apparently is questionable. . . .NSA, in any case, has
some technical corrections to the document to table (attached).
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Shultz and Webster to the President
3 August 1987

“...We propose the establishment of a unit which
would set the standards for protecting Embassies
from penetration by foreign intelligence activity
and monitor conformity with those standards...

..head of this unit would be named by and
responS|ble to the DCI...

..staff would be drawn from the various agencies -
mvolved in our dlplomatlc and intelligence
functions abroad...

LCAS01BW.003 STAFF 372
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Powell to Shultz and Webster
22 October 1987

“...President concurs...security programs at our overseas missions remain the F}esponsibility of
the Secretary of State...”

“...President agrees with your recommendation...a unit responsible for setting standards to protect
embassies from penetration by foreign intelligence activity, and for monitoring conformity...”

“...head of this unit will...be responsible to the DCI...”
“...this unit should be independent of the organization of the Director of Diplomatic Security...”

“...working level advisory group...Additionally...a high-level board...Board will have the authority
to recommend...In the event of disagreement...an appeal can be made to the President.”

“...DCI report annually to the President and the Congress...”

“The President is determined...
clear lines of responsibility for security be established...
within State a fully effective security organization be established...
aggressive, objective audits...be institutionalized...
sanctions process be formalized...”"

LCASO1BW.004 STAFF 312
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DCI Security Evaluation Office

LCASO1BW.002 STAFF 312

CORFIDENTIA
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This office will:

® Analyze the vulnerabilities of our foreign missions
and the hostile intelligence threat to them

® Set security standards to protect our missions
against foreign intelligence activity

® Monitor conformance with those standards, and

® Report problems and recommendations to the DCI

LCAS01BW.005 STAFF 3/2
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Concept for Organization

LCASO1BW.006 STAFF 3/2 LOHEIDEN IAL
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Criteria for Operations

Encourage improvements, force them only as last resort
Support Bureau of Diplomatic Security, don’t undercut it
Be invisible to Foreign Service

Be constantly on the mind of State management

D/SEO will have “no surprise” policy with Assistant Secretary,

Diplomatic Security
SEO detailees will meet DCI personnel security standards
SEO will operate on internal “need-to-know” basis

D/SEO will have bilateral arrangements with FBI, NSA,
State, CIA, and DoD

Maximum use of NSA, State, CIA, and DoD
data and inspections

LCAS01BW.001 STAFF 3/2
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